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“Get over it”

“No one cares”

“If you’ve done 

nothing wrong…”

1999

2009

2010



WSJ investigative series 

(2011-2012)







April 17, 2024: Colorado becomes the first state to 

protect privacy of brain activity

Includes biological and neural data generated by the 

brain, the spinal cord, and the network of nerves 

throughout the human body



NYPD to deploy 

drones in Central 

Park to combat 

crime (August 2024)



THE INTERNET PANOPTICON





Anyone Remembers This One?

Image: Christian Science Monitor







Prerequisites: Some combination of these

◦ Expert knowledge of Web and mobile 

technologies

◦ Knowledge of computer networking (at the 

level of an undergraduate CS course)

◦ Knowledge of algorithms (at the level of an 

undergraduate CS course)

◦ Familiarity with key machine learning 

techniques, especially deep learning

◦ Eagerness to devote time and energy to 

non-technical material

◦ Undergraduate-level coursework in one or 

more of the following: social science, 

philosophy, ethics

◦ Ability to program

◦ Familiarity with Web and mobile technologies

◦ Introductory-level understanding of computer 

networking and machine learning

◦ Willingness to try your hand at implementation



Syllabus

◦ Web and mobile tracking

◦ Location privacy

◦ Data analytics and differential privacy

◦ Communication privacy and “going dark”

◦ Privacy in machine learning

◦ Face recognition and biometrics

◦ Genomic privacy

◦ IoT privacy

◦ Contextual integrity

◦ Ethical and philosophical approaches to 

privacy

◦ Legal landscape of privacy

◦ Privacy engineering

◦ Behavioral studies and empirical methods

◦ Privacy policies

◦ User studies and HCI issues

+ several lectures from guest experts and industry leaders



Source: NBC News

Failure to moderate criminal content, complicity in 

criminal conduct, negligence, lack of cooperation 

with authorities, providing encryption and 

authentication services without certified declaration…

August 24, 2024



PRIVACY



Some things 
change

Some things 
stay the 
same

GPS, mobile, implantable devices, RFID, CCTV, 

sensors, networked sensors, image, video and 

audio, Web cookies and fingerprints, mobile 

identifiers, cross-device tracking

“Big Data”, databases, data aggregation, 

mining, predictive modeling, machine 

learning, data science, data analytics, AI, 

biometrics, facial recognition

Internet, Web, IoT, social computing, social 

networks, Email, mobile tech, “gig” work, 

social media platforms

Track 

Surveil 

Monitor

Communicate 

Socialize

Profile 

Predict 

Target 

Manipulate



“Faustian bargain. Technology giveth and 

technology taketh away.” Neil Postman, 1988



Tech and Ethics Together: Solving the Right Problem

Keeping data secret?

Giving data subjects control?

Preventing bad uses of data?

Punishing bad uses of data?



PHILOSOPHY & ETHICS
MEANINGFUL PRIVACY



What does this mean?

Right OR Wrong?

+ Individual action and decision

+ Societal policy (law, regulation, practice)
ISAIAH BERLIN

RUTH GAVISON

PRIS REGAN

CHRIS HOOFNAGLE

An Ethical Perspective on Privacy



Our 

textbook



Legal Perspectives



Policy Perspectives

Industry Government



Course Logistics

Grading

◦ 72% : four homeworks (18% each)

◦ 18% take-home final exam

◦ 10% class participation

Website (schedule, readings)

◦ TBA

Slack (lecture notes, discussion)

Assignments distributed via Canvas

Assignments will be a mix 

of questions. Some 

required for all students; 

others, pick your own 

among questions that are

• more technical,

• more with reading and 

writing, emphasis on 

ethical aspects

Be sure to 
join Slack!



Homework Logistics

Teaming: Ok to discuss, submissions must be individual

No late submissions! 

◦ 20% penalty for first late day, after that at instructors’ 

discretion

Use of GPT and similar: we prefer you don’t, but if you 

do, any use must be disclosed and cited



Assigned Reading
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